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Abstract: The problem of fault detection scheme for networked control systems with non-ideal QoS (such as network-induced
delay, data dropout, error sequence) is addressed in this paper. By assuming integrated index 7, obeys a homogeneous Markovian
chain, we develop an augmented Markov Jump Systems (MJSs) model. The observer-based fault detection filter problem is
formulated as an H, optimization problem. Using linear matrix inequality (LMIs) techniques , the solvable condition of this

optimization problem is derived. Finally, the effectiveness of the proposed method is illustrated by a numerical example.
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1 5|5 (Introduction)
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2 [B]R§#HiA (Problem Formulation)

2.1 MEIEH| R G454 (Networked Control Systems)
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Fig. 1 General framework of networked control systems
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2.2 =Hl881% T (Controller Design)

F B U IR AN GO eV S AR gy, LR
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z(t) = Az(t)+ Bu(t) + E1f(t) + Diw(t)
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Fig. 2 Singals of model under non-ideal network
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2.3 HWFEISWTIE R 22 1% 1T (Detection Filter Design)

AT RGN R S8(8) e, Zran R FIRAM
W28 ) MR 12 T UIE I8 4% (FDF) «

Zhr1 = A2 + Biug + Li(yh — O)
I = Ciék_ )
T = Gy, — )

Horb, 2 € R, g, € ROZI IR ANt (KA V-,
T NIRZEAG T, Lis GO0 A SR ICPIRZS LI 5 1 2 A
B RIS 2= DA

WX ey, = 2 — 2, ATTHIRERGTTEN :

{ k1 = Aéer. + B

10
Ty = Cier, + Dy (10)

Hf, A = (A — LiCy), B, = [Dy — LiDy Eq],C; =
G(CZ,Dl == [GDQ O],’Uk == [wkT fg]T

AT AELRUEER 22 X6 WA 5 MU [R) I, B 4h
BT R =G 5 s, I R PEREFRFR[20]:

J = HTeroo - HTTfHoo (11)

b, Ty, T 53 M RENE S IS 5 2R 25 5
SNEESTT R

AR EEH bR R/ MEFabr TN, Sk
ARSI 23 18 25 FE PR L, LA TR Z2 PR AR BE G, R

£n18 J s.t. (10) (12)
BB AR BN R 4, € T = Ty — Ty, WIAT

T - { Ck4+1 = Aiek‘ + Eivk (13)

i = Ciex + Divg
HB; = BiN,D; = D;N, N = diag{ILyxp, —Ipxp}o
1Tloo = 1Trw = Trflloe Z 1Trwlloc = 1 Trfll (14)
Y7 — minkt, &

| Trolloo — min, | Trflleo — max

KT 2y > 0, W T oo < yRAL, W

1T lloo — HTrf”oo <7 (15)
TR R (12) AT o R
ILIJ% v s.t. (13),(15) (16)

E4 U1 BRI BIAS [ 4, ) A] DL R e DL LAY
FHUHE BT VAT e 4, AN ST

FES TR B g, G Sk R e Sk
(1), I EE SR RGP sl HA e, 7 B s H A i
JEE o AN SIS AL 338 R B e 10 T AT — 2 IO AR ST
P, AR HAT S5 e LR 7 FH 200

2ok FIR AL, Y4 0 AR G 1 R 2 T )
RN T HE AL Ay H o BE 2 VOV M) . BETE Hoo WE I 2%, 1
fHMISs (13) s&¥ it e i), HAA H ity
RT3 A2
1) Yo, =0, RYE(13) BT8R E ). B

k — 0o (17)

& {Z ||€k||2} -0,
k=0
2) {f{ﬂjlﬁ%vk € Ly [0, OO], T‘]ﬁﬂ%/@
h h
& {Z r%rk} <2 kaTvk (18)
k=0 k=0
Hor, &{YNECA IS, ro = 00

FEFDFBETHH, S22 (PP i FUAR A2 A 2RO I )
A, HHT) 2 R 7R A e B A IR PP bR

L
Jin = sup é”{(Zr,{rk)%} (19)
w€Ls,f=0 =0
LA K.

T2, AT LU G0 A O F SR I S S A
(R R
I > Jin = R
Jk < Jth = %ﬁ&ﬁ%ﬁﬁz
3 EFEZ5 R (Main Result)
AT -4 O S W g 2 S BUR 41, 45
RNGIEER
S13B1[17] 45y > 0 FHL RS

{ Trp1 = Aixp + Biwy
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vy NIREME, w € Ly0,00] NARHMIIAN, 2 N
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(D) 45Ey > 0, MISs (20) 2B BERE Y, HLi
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. . _21 DT <0 (22)
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/\EF' _Z:Z)\Z]P] J_la , M

MISs(13) A7 55 BEUAR R I B ATL R Ge &5 44, W) i
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ELAE.

EIBL 4y > 0 EARE ¢ 7 N, WA
FERTFRAREP; > 0 FUAEFEL;, G, M BE A 20(23)
AL, WIMISs (13) B Ho 75805, HLEDF (9) [
L = P Lo

-P, Iz 0 0 CrgT
x —P, Iy PE; 0
* * —2I 0 -DIGT| <0 (23)
* * * —'yQI 0
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N q:"
Pi = ) AjPpij=01-,m
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4 E{{AFE (Example and Simulation)
FIEIM ARG Q) LM AN L, Ho,
0 1 1 0.2
A= {—4 —5}’3 B H’Dl - [0.05}’ ¢ =

[1 1,Dy = 0.1,E, = —B, h = 0.01s,.% C {0,1,2},
F AL YNE R HE B R [21]:

0.5 04 0.1
A=102 06 0.2
0.2 0.3 0.5

P55 ALEX Al € [0,800] N AE & 40.01 1) 1

7, e )
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Ji = { 0 ik

k = 100, 101, - - - , 200

HESR 5P R i, 8 RS AE R R
GES

0 0 0 0 0 0 0
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0.0099 —0.0098 0.9998 0.0098 0 0 O
A — 0.0105 0.0114 —0.039 0951 0 0O O
! 0 0 1 0 0 0 0
0 0 0 1 0 0 0
0 0 0 0 1 00
L O 0 0 0 0 10
T

B; = [000.010.00960000] ",
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C;=[00000011]
HUE B, FIAGUE B A8 (9) KR ZE VRO ALREG AU
M AL, = 0,1,2 2254 G = 0.6210,

70.0031] 70.00087 7 0.0000 T
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5 %5i% (Conclusion)
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SCHR S LRI 2 T X G R PR, D AR B L, A
S GRS O RE AR MR RN 22 B0 A% PR R A I )
DA A VI A W s R B0 ) R ) o < e ) A

3913

O OO OO o o o




°
@

Filter error €
o o o
- N 8 8§

|
4
i

) 100 200 300 400 500 600 700 800
Time step k

K3 JEBAIRER S

Fig. 3 Filter error signal

Residual vector s

100 200 300 400 500 600 700 800
Time step k

K4 QRIS S
Fig. 4 Residual signal of fliter

= 1
o]
_10 200 400 600 800
Time step k
Kls REMEE

Fig. 5 system mode over network

07

06

05k

0.4

i~
-

03

02fF

01f

________

o

o) 100 200 300 400 500 600 700 800 900
Time step k

6 SRAEEVHT AL

Fig. 6 Evolution function of residual

S @k (References)

(1]

(2]

(3]

FRANK P M, DING S X. Current developments in
the theory of FDI[C]. //the 4th IFAC Symposium on
Fault Detection, Supervision and Safety for Technical
Processes, Budapest, Hungary,2000, 16-27.

WANG H R, WANG C H, MOU S S, GAO H 1.
Robust Fault Detection for discrete-time Markovian
Jump Systems with mode-dependent time-delays[J].
Journal of Control Theory and Applications, 2007,
5(2):139-144.

W Je TR S IR T R T M 45 QoS 1 M 4 4 il 2 LAk,
wir[J]. ashesk, 2007,2(33):214-217.

(4]

(5]

(6]

(7]

(8]

(9]

(10]

(11]

[12]

(13]

[14]

3914

(PENG Chen YUE Dong. Network-Based Optimal
Controller Design Based on QoS[J]. Acta Automatica
Sinica, 2007,2(33):214-217.)

YUE D, HAN Q L, LAM J. Network-based ro-
bust H., control of systems with uncertainty[J],
Automatica,2005,41(6):999-1007.

PENG C. TIAN Y C. Delay-dependent robust stabil-
ity criteria for uncertain systems with interval time-
varying delay[J]. Journal of Computational and Ap-
plied Mathematics, 2008,2(214): 480—494.

74T, HAESE, i A0UR T I s kb A2 00 00 25 1) 199 245
L3RG SRR IT], L& 38 K F 4R, 2008,
42(2):231-235.

(Ma Liwei, TIAN Zuohua, Shi Songjiao.Fault detec-
tion for networked control systems based on time
compensation observer[J].Journal of Shanghai Jiao-
tong University , 2008,42(2):231-235.)

ZHENG Y, FANG H J, XIE L B, WANG H
O. An observer-based fault detection approach for
networded control system[J]. Dynamics of Con-
tinuous Discrete and Impulsive Systems-Series B-
Applications & Algorithms , 2003,Suppl.(SI):416—
421.

WANG Y, DING S X, ZHANG P, W LI, YE H,
Wang G. Fault Detection of Networked Control Sys-
tems with Packet Dropout[C]. //Proceedings of the
17th World Congress The International Federation of
Automatic Control Seoul, Korea, 2008,7:6—12.

B, RIERE, R R, FAYEAL. HA e DI B i A Y
g R G MR AL [T 143 & B 42 4], 2007,36(3):386—
391.

(LV Ming, WU Xiaobai, XU Zhiliang, HU
Weili. Fault detection for networked control sys-
tems with long time delays of asynchronous
clock[J].Information and Control 2007,36(3):386-
391.)

BAO Y, DAI Q Q, CUI Y L. Fault detection based
on robust Heestates observer on networked control
systems [C]//Proc. 2005 ICCA, Budapest, Hungary,
2005:1237-1241.

XIA HW, MA G C, WANG C H, WEN Q Y. Ro-
bust Fault Detection of Networked Control Systems:
An Improved LMJ Approach[C].Industrial Electron-
ics and Applications, 2007. ICIEA 2007. the 2nd IEEE
Conference on. 2007: 1448-1452.

ZHONG M Y, HAN Q L.Fault Detection Filter
Design for a Class of Networked Control Sys-
tems[C].Intelligent Control and Automation, 2006.
WCICA2006,1:215-219.

JIANG B, MAO Z H. Fault Estimation and Accom-
modation for Networked Control Systems with Trans-
fer Delay[J]. Acta Automatica Sinica, 2007, 7(33):
738-743.

ZHANG P, DING S X, FRANK P M, SADER M.
Fault detection of networked control systems with



[15]

[16]

(17]

(18]

(19]

missing measurements[C] Proceedings of the 5th
Asian Control Conference. IEEE, 2004, 1263.

CHEN J, KHER S, SOMANI A. Distributed fault de-
tection of wireless sensor networks[C] Proceedings of
the 2006 workshop on Dependability issues in wire-
less ad hoc networks and sensor networks,2006: 65—
72 .

FANG H J, YE H, ZHONG M Y. Fault diagnosis
of networked control systems[J], Annual Reviews in
Control, 2007, 31(1):55-68.

COSTA O L V, MARQUES R P. Mixed Hy/H,
control of discrete-timeMarkovian jump linear sys-
tems[J], Automatic Control, IEEE Trans. on Auto-
matic Control, 1998,43(1): 95-100.

HU S S, ZHU Q X. Stochastic optimal control and
analysis of stability of networked control systems
with long delay[J], Automatica, 2003, 39(11): 1877-
1884.

L, J5 e Rt, AL AT B A A I SE (1 0 2% A 4 o

(20]

(21]

3915

RYH T WM MFDI Bt [J]. 41324 5 & A .2003,
5(20): 653-656.

(ZHENG Ying, FANG Huajing, WANG Hua.
Observer-based FDI design of networked control sys-
tem with output transfer delay[J].Control Theory &
Applications.2003, 5(20): 653-656.)

A, AR TR — i X I 2R 48 i B2

PEUE AR B LT B B F HR,2006,4(32),624-629.
(BAI Leishi, TIAN Zuohua, SHI Songjiao. A New
Approach to Design of Robust Fault Detection Filter
for Time-delay Systems[J]. Acta Automatica Sinica,
2006,4(32):624-629.)
HE X, WANG Z D, JI Y D, ZHOU D H.
Network-based fault detection for discrete-
time state-delay systems: A new measurement
model[J].INTERNATIONAL JOURNAL OF ADAP-
TIVE CONTROL AND SIGNAL PROCESSING,
2008,5(22):510-528.



